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All processing of personal data carried out by SURVISION is done in compliance with the regulations in
force, in particular the GDPR and the French law n°78-17 Informatique et Libertés of 6 January 1978,
as amended (hereinafter collectively referred to as the “Applicable Regulations”). SURVISION also pays
close attention to the instructions and recommendations of the personal data protection supervisory
authorities, in particular the French Data Protection Authority (CNIL).

The purpose of this charter is to inform Customers of the various measures implemented by SURVISION
to ensure that the processing of personal data it carries out on their behalf is done in accordance with
the applicable regulations.

This Charter concerns only the Processing of Personal Data carried out by SURVISION in its capacity as
a Sub-Processor for its Customers for the purposes of performing the services to which they subscribe.

1 - GOVERNANCE

SURVISION commits to considering the protection of Personal Data and respect for the rights and
freedoms of data subjects from the design stage of the services offered (Privacy by Design) and
throughout their execution (Privacy by Default). To ensure the security of Processing and compliance
with applicable Regulations, SURVISION has implemented a governance system for the protection of
Personal Data.

SURVISION considers the principles of data minimization. Consequently, the information collected is
relevant, adequate, and limited to what is necessary for the purposes for which it is processed. These
purposes are adapted to each service offered by SURVISION.

1.1 Designation of a Data Protection Officer (DPO)

SURVISION has designated a data protection officer whose contact details are as follows:
dpo@survision.fr

The DPO can also be contacted by mail at the following address: or by mail at the following address:

Data Privacy Officer
SURVISION

22 Rue D’Arras

92000 Nanterre (France)

1.2 Training and awareness-training activities

In order to guarantee the effectiveness of internal policies and procedures relating to the protection
of Personal Data and to ensure compliance with applicable Regulations, SURVISION has implemented
mandatory training for all new employees.

Awareness-raising activities are also carried out regularly through communications and workshops
organized in response to legal developments relating to the protection of personal data or to needs
identified within departments and teams.
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1.2 Internal documentation

The data processing carried out by SURVISION as a subcontractor is recorded in a register of personal
data processing activities carried out on behalf of its Clients.

SURVISION also has an IT and security charter governing, in particular, the use of information systems
and the security of the data processed.

SURVISION ensures that persons authorized to process Personal Data undertake to respect
confidentiality. To this end, they sign an Internal Charter raising their awareness of the GDPR and the
measures to be taken to guarantee the confidentiality of the data collected.

A set of procedures and policies for the protection of Personal Data and compliance with applicable
regulations has also been established and implemented within SURVISION to ensure the rights and
freedoms of data subjects and the security of the data processed.

2 - MEASURES IMPLEMENTED BY SURVISION AS A PROCESSOR

By processing Personal Data on behalf of and according to the documented instructions of its
Customers, SURVISION acts as a Sub-Processor for the performance of Processing operations whose
purpose and means are defined by its Customers (thereby acting as Data Controllers).

As such, SURVISION does not process Personal Data for its own purposes (outside of its Research and
Development activities) or for purposes that are incompatible with the initial objective contractually
agreed with its Customers.

The personal data that SURVISION collects from customers is intended exclusively for SURVISION in its
role as a processor.

2.1 Help and information from the Data Controller

Considering the nature of the Processing operation(s) concerned, SURVISION assists the Data
Controller in:

- To fulfill, to the extent possible, the obligation placed on the Data Controller to respond to
requests submitted by data subjects. To this end, SURVISION has implemented various measures,
including the publication and implementation of a procedure for managing requests to exercise rights,
and has appointed representatives responsible for processing these requests.

- Ensure compliance with the obligations set out in Articles 32 to 36 of the GDPR, considering
the information available to SURVISION. In order to provide this assistance, SURVISION has, in
particular, implemented a procedure for managing personal data breaches with the aim of establishing
the rules to be applied in the event of a personal data breach. Regarding the performance of impact
assessments relating to the protection of Personal Data by the Data Controller, SURVISION provides
the latter with any information or details it has concerning the Processing operation(s) concerned.
Finally, with regard to the security of Processing operations, the measures implemented by SURVISION
are specified in Article 2.6 of the Charter.
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As a Processor, SURVISION shall inform the Controller if, in its opinion, any of its instructions constitute
a violation of the applicable Regulations.

2.2 Retention of Personal Data

At the end of the Processing period(s) and according to the choice of its Clients, SURVISION destroys
or returns to the Data Controller all Personal Data that it has processed on its behalf, subject to legal
or regulatory obligations.

In the event of Personal Data being returned to the Data Controller, SURVISION destroys the copies of
Personal Data processed in its capacity as Sub-Processor, subject to the above-mentioned cases.

The duration of the Processing(s) and the handling of Personal Data (destruction or return) are
stipulated in the Charters and/or contracts specific to each processing operation carried out between
SURVISION and each of its Customers. These charters are appended to the contract. (Charter for the
protection of personal data for the purposes of the maintenance contract, Charter for the protection
of personal data collected by SURVISION for its R&D activities, etc.).

2.3 Further subcontracting

In the context of providing services and/or benefits on behalf of its Clients, SURVISION may use Sub-
Processors. In this case, SURVISION shall impose on the latter the same obligations regarding the
protection of Personal Data as those set out in the contract between the Data Controller and
SURVISION. To this end, SURVISION shall enter into contracts with its Sub-Processors that comply with
the requirements of the applicable Regulations, including those set out in Article 28 of the GDPR.

SURVISION undertakes to the Data Controller that, if any of its Sub-Processors fails to fulfill its
obligations regarding the protection of Personal Data, it shall remain fully liable to the Data Controller
for the performance by such Sub-Processor of the aforementioned obligations.

2.4 Transfer of data outside the European Economic Area

SURVISION processes (including hosts) Personal Data on behalf of its Customers within (i) the European
Economic Area (EEA) or (ii) a country offering an adequate level of protection for Personal Data in
accordance with the applicable Regulations.

However, within the strict limits necessary for the performance of certain services and/or provisions,
SURVISION may use Sub-Processors operating Personal Data Processing outside the EEA (as an
importer or exporter) to countries that do not benefit from an adequacy decision. In this case,
SURVISION ensures that no transfer of Personal Data outside the EEA is carried out without appropriate
safeguards, such as the conclusion of standard contractual clauses of the European Commission or any
other appropriate safeguards, as provided for by the applicable Regulations.

In any event, as indicated in the previous article, SURVISION remains liable to its Data Controller Clients
for the performance by Sub-Processors of their obligations regarding the protection of Personal Data
(including with regard to transfers of Personal Data outside the EEA) when the latter fail to fulfill their
aforementioned obligations.
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2.5 Documentation and audit

SURVISION provides its Clients with the necessary documentation to demonstrate compliance with all
its obligations under applicable Regulations and to enable audits to be carried out by them or any other
auditor they have appointed, and to contribute to these audits.

2.6 Technical and organizational security measures

SURVISION provides its Clients with the necessary documentation to demonstrate compliance with all
its obligations under applicable Regulations and to enable audits to be carried out by them or any other
auditor they have appointed, and to contribute to these audits.

SURVISION implements technical and organizational measures to ensure that personal data is stored
securely for the period necessary to fulfill the purposes pursued in accordance with applicable law.

For example, the following measures are applied:

e SURVISION's premises are secured by biometric sensors that restrict access to authorized
personnel only.

e The room hosting the server on which the data is stored is itself located in a secure room.

e Computer access to this server is secured by a username and password mechanism assigned
exclusively to people who have signed the Internal Charter and who need access to the data
for the purposes of their activities.

e Eventlogging.

e Training and awareness-training for employees who have access to Personal Data.

e Encryption of Personal Data processed.

e Restricted access to Personal Data processed to only those persons who need to know it.

e Securing employees' workstations.

e Implementation of a backup system.

e Securing equipment (access to which is only possible with a username and password).

Furthermore, in the event of a breach of Personal Data within the meaning of Article 4 of the GDPR
affecting Personal Data processed on behalf of customers (destruction, loss, alteration, or disclosure),
SURVISION undertakes to notify the customer as soon as possible.

Jacques JOUANNAIS
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